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Intfroduction

Our 25Live Interface downloads your 25Live event calendar, including things like classes, meetings and special
events. It keeps only the associated doors unlocked during the scheduled events, and locks them again after
the events have concluded. Canceled events are automatically removed from the unlock queue and certain
event types like "maintenance" can be configured to be ignored by the interface.

A "Lockdown" feature can be invoked that locks all doors the interface currently has open in the case of
emergencies. After the emergency, Lockdown is disabled and all scheduled doors unlock and operations
continue as normal. Lockdown is based on Reader Groups, so Lockdown could be site-wide if the Reader
Group contains all readers, or specific areas can be controlled by creating individual Reader Groups for each

area needing lockdown capability.

Installation

Run the setup executable on the SMS Host and follow the prompts. The setup package will install the 25Live

Windows service, settings app, and separate Lockdown app.

Note: The AMAG XML Developer's Kit is required.
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Settings

Settings |Manual Reservations | Readers | Lockdown | Logs IXML \ﬁewef|

AMAG Server: 192.168.1.123
AMAG Usemame: installer
AMAG Password: install

R25 Base URL: https:/Aaneevents lanecc.edu/r25ws/serviet fwrd/un,/
] Requires Logon  R25 Usemame:
R25 Password:
Poll Every (Minutes): &0 Look Ahead (Hours): 24
Command Delay (MS) 1000 Command Send Count 1
Lockdown & Threat: ’5

lgnore Reservations Matching (Line Delimited):

reservation_state_name: Cancelled

event_type_name: Motorpool Maintenance
Motor Pool Rental
Audio Visual Equipment Only
Mairtenance

Log to AMAG: Consumed Reservation
Gray = Event No Reader Group matching space_name
Checked = Alam Lock
Unlock
lgnoring Reservation
Cancelling Reservation
ERROR
Mo space_name in Reservation
Lockdaown

DEBUG: Dont Send Unlock,/Lock Commands To Readers

Service:
Running Start Last Poll: 06/24/2017 15:56

e AMAG Server: This will normally be the local computer name. SQL and XML requests are sent to this
server.

e AMAG Username/Password: The credentials used to authenticate with XML. Click Test to test your
credentials against the AMAG server.

e R25 Base URL: This defaults to the collegenet test service. Use the dropdown, or type the location of

your R25 service location. After changing servers, the Reset State button must be used to transition to

the new server. This is detailed below in the Reset State section.
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e Requires Logon/Username/Password: Check this if your R25 service requires basic authentication.

e Poll Every (Minutes): How often to poll the R25 service for new reservations.

e Look Ahead (Hours): How many future hours to download from R25 into your reader schedule. For
instance, if this is set to 4 hours, then all reservations occurring in the next 4 hours will be downloaded.
There is a tradeoff between compensating for possible R25 service downtime (as in, your R25 service
becomes unavailable and new reservations are unable to be downloaded) and how flexible the
Hawkeye R25 interface is in adapting to possible property changes of future reservations. Once a
reservation is downloaded, changes to properties such as space_reservation and start and stop times
will not be re-downloaded into Hawkeye R25. In this regard, the downloaded reservation must be

cancelled using your R25 scheduling system and recreated using the new values.

e Lockdown @ Threat: Performs a Lockdown to all configured Lockdown groups when the AMAG Threat
Level reaches the threshold. The Lockdown is ended when the Threat Level returns to below the
threshold.

e Ignore: reservation_state_name/event_type_name: Reservations matching these properties will not

be downloaded into your reader schedule.

e Logto AMAG: Which events to log to AMAG.

e DEBUG: Don't Send Unlock/Lock Commands To Readers: This is checked by default for safety reasons.
Your reader schedule will be processed and commands will be logged to AMAG is if they were sent, but
commands will not actually be sent to readers. Uncheck after observing that the system is behaving as
expected. After unchecking, the state must be reset in order for past simulated reader commands to

actually be sent out.

e Save: Click Save to commit changes to the registry.
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Lower Buttons

e Service Stop/Start. Schedule downloads and reader commands are controlled by a Windows service

running in the background. Use these buttons to control the running state of the service.
Commands
e Poll R25 Now: Perform an immediate R25 poll.
e Reset State: After changing certain critical options like R25 Base URL and DEBUG: Don't send

unlock/lock commands to readers, the state must be reset. The state includes things like your reader

schedule and the states of those readers.
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Manual Reservations

Settings | Manual Reservations | Readers | Lockdown | Logs I XML \ﬁewer|

Location: |cen 012 ~ EventMName: Manual Evert

Days: @ Treat as Single Range
lune, 2017 July, 2017 (7 Treat as Multiple Days

Mon Tue Wed Thu i Sat  Sun Mon Tue Wed Thu
29 30 3

10 Start Time: 15:50
: [
Stop Time: 16:20 -

August, 2017 September, 2017

Sun Mon Tue Wed Thu i S5un Mon Tue Wed Thu
1 2
6 7 8 9
13 14 15 16
20 21 22 23
27 28 29 30

[ ] Ted ay: 6/24/2017

Service:

Running Last Poll: 06/24/2017 15:56
Commands: Poll R25 Now

Reservations are normally handled by your R25 scheduling system. Reservations can also be added manually
here. Select the Location/reader group, give it a name, select the date range and time, and click Add

Reservation.
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Readers

| Settings | Manual Reservations | Readers | Lockdown | Logs I ¥ML \ﬁewer|

Reader Status Unlock Lock event_name SpECE_name
Mifare Locked 01/01/0001 00:00  12/31/5599 23:55 LOCKDOWN

~ | HID Prox Locked 01/01/0001 0D:00  12/31/5599 23:559 LOCKDOWN
Mutticlass 1 Unlocked 06/24/2017 15:35 06/24/2017 16:35  Manual Evert (Manual-4) cen 012

Service:

Running Last Poll: 06/24/2017 15:56
Commands: Poll R25 Now

This tab shows your current reader schedule. Reservations can be cancelled manually by selecting a reader
and clicking the red X.
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Lockdown

| Settings | Manual Reservations | Readers ||-D'3kd'3W|'l| Logs I AML Miewer

Reader Group Lockdown Lockdown Area

All physical readers! False End Lockdown
East Campus! False
HID Prox group!# True
Mifare group!# True
Multiclass readers! False
West Campus! Falze

Service:

Running Last Poll: 06/24/2017 15:56
Commands: Poll R25 Now

This tab shows the lockdown areas and their current lockdown status.

Lockdown areas are Reader Groups defined in Symmetry, with an exclamation point (!) appended to their

description. A pound sign (#) indicates that the area is currently in lockdown.
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Lockdown app

’EastCampus!

‘% Lockdown Area

A separate Lockdown app can be run for quick access to the Lockdown feature. The app can be run on the
Symmetry server or from a remote client (for instance, by creating a shortcut to the executable file over a
network share).

If run from a separate client, the AMAGServer value needs to be set in the Windows registry on the client

computer.

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Hawkeye Technologies\AMAG Addons\Hawkeye
25Live Interface for AMAG\Settings

Setting: AMAGServer

Value: Name or IP address of your Symmetry server
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Logs

| Settings | Manual Reservations | Readers | Lockdown | Logs |XML \ﬁewer|

2012-09-17 log 06/24/2017 15:56 - Service started

201703-15log 06/24/2017 15:56 - Start poll: hitps./Aaneevents lanecc edu/r25ws /servietwrd run/reservations xml Pstart dt=20170624
2017-03-16log fend dt=20170625

201740317 log 06/24/2017 15:56 - Adding area to lockdown, Mifare group!#

201703-18log 06/24/2017 15:56 - Adding area to lockdown, HID Prox group!#

2017-03-19)og 06/24/2017 15:56 - ERROR: Sending Lock/Unlock to Reader: System Web.Services Protocols. SoapException: Server was
2017-03-29log unable to process request. — System . NullReference Exception: Object reference not set to an instance of an object.

at SMS_¥ml_Proocy. SMSXmlProxy GATSendDeviceCommand(String Server, String Usemame, String Passward,
¥ML_SendDeviceCommandRequest[] SendDeviceCommandReguest Document)

— End of inner exception stack trace —, Hawkeye 25Live

06/24,/2017 15:56 - Cther Unlocked (and not lock-down), not sending Lock, Multiclass 1

56 - Lock, HID Prox
Lock, Mifare
Lock, Multiclass 2
/24/2017 15:56 - Lock, Mutticlass 1
06/24/20017 15:56 - Card+PIN, Mifare
06/24/2017 15:56 - Card+PIN, HID Prox
06/24/2017 15:56 - New Reservation. Event Name:Aslcc Osa Transition Meeting Vehicles, Reservation 1D:8400342

06/24/20017 15:56 - New Reservation. Event Name:Vehicle Out Of General Service, Reservation 1D:8117652

06/24/2017 15:56 - New Reservation. Event Name:¥hd 0501 K50 Mmp 44533, Reservation 1D:8485117

06/24,/2017 15:56 - New Reservation. Event Name:¥hd 0901 K371 Mmp 44532, Reservation 103489134

06/24/20017 15:56 - New Feservation. Event Name:Cja 100 01 Mmp 44016, Reservation |D:8436540

06/24/2017 15:56 - New Reservation. Event Name:Lcso Sherff's Reserve Academy, Reservation |D:8502165

06/24/2017 15:56 - New Feservation. Event Name:Flex Studios, Reservation 1D:8343031

Click log file to load

Service:

Running Last Foll: 06/24/2017 15:56

Verbose logs are saved to disk. Click a log file to load.
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XML Viewer

| Settings | Manual Reservations | Readers | Lockdown | Logs | XML Viewer

event_and_dt event_id event_locator event_name event_start_dt  ewent_title event_type_ol... event_type n.. expected_count  href

i6/24/2017 4:20... 2018-AA0IDK  VehiceOQutD... 8242017 Motor Pool Re... reservabion.x...
SI2320174:30... 2016-AA0IDK Vehicle Out0... 6252017 Motor Pool Re... TESEryation. ...
123172017 3:0... 2017-AAOMFF  MotorFool A ... 1272017 B:0... Maotor Pool Re... TESErVEbon....
S24520175:00... 2017-AA0EPG  EmersldValle... &2420178:0... AKC Urbantr... Training - Exte. . Teservation. ...
B2502017 9:00... 2017-AADSPG Emerzld Valle... &2520178:0... AKCUrbantr... Training - Exte. .. reservabion. ..
&24/2017 9:00... 20017-AACVDY  Flex Studios &24/20176:0... Performances reservation.x...
SI2552017 5:00... 2017-AA0VDE  Flex Studios 82572017 2:0... Performances TESEryation. ...

S2452017 5:00.... 2017-AAOWER  Confederated ...  8/24/201712:...  Baby Shower ... . Teservation. ...
B202017 4:30.... 2017-AAOWFM  HawingOwS... 6232017 2:0... reservabion. ..
S24/2017 7:30... 2007-AAOWOK  AslocOsaTre.. 623201780 ASLCCOBAL. reservation.x...
/2442017 10:0... 2NT-AAOWUK  Anitz Sanford &/24/2017 B:0... TEISrVEton.K...
62402017 5:30.... 201E-AADIXR Ci 10001 M... B24/20175:0...  Intro to Criman... reservabion. ..
&24/2017 6:00... 2017-AAONRR  Xhd 0801 KSD... &2420177:0... MotorcycleB... reservation.x...
G25/20176:00... 2017-AAONRR  XhdDSD1KSD... 625201770 MotorcycieB.. TEISrVELON.K...
S24/2017 6:00... 2017-AA0ONRS  XhdOS01KS1... 624201770 MotorcycieB... TESErVEbon....
2502017 6:00... 2017-AAONRS  XhdDBD1KS1 ... 625201770 MotoroycieB.. TEISrVEton.K...

S24:20178:00... 2017-AACKCE LozoShenffs...  &2420175:0... rEsEryation. ...

o2 o LA nenta ece

‘| 1 |

Missing space_reservation Met lgnore Criteria

Service:

Running Last Poll: 06/24/2017 15:56
Commands: Poll R25 Now

This contains the results of the last R25 poll. It can be used for debugging purposes.
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